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What is the problem? T
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» We collect too much extraneous cyber data and then put
In too much work to process it all

We collect both
network and
machine data

But we only need
the correlated
intersection

and isolating root causes of break-ins difficult
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How will we fix the problem? S
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» We correlate communications and processing activities in
the kernel of the operating system

» This lets us find out what programs are responsible for
malicious network activity
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» Requires a kernel module on each monitored machine
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What are the benefits? P e
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Fewer analyst hours are needed to /&8
correlate cyber data - savings [ﬁ

Analysts can
characterize

8 communications Hone provides a @\

L A emlll With 100% key to understand /

| accuracy the computer %
from the network \/

Hone keeps a persistent file of correlated
machine and network activities

/
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What alternatives are there? Pacific Northwest
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» TCPView, NetStat, and other host-based tools:
B Can see the connections but not the actual activity
M Use a polling approach that misses short events
» Deep-packet inspection or Dynamic Analysis
B Expensive and potentially inaccurate
» Connection-filtering host-based firewalls
M Only operate on the connection level, not per packet

B Once you grant blanket permission to an application, you
have no further control

» Multi-host-based security and analysis
B Requires elaborate infrastructure
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Hone Demonstration
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Process
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TCP
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FORK
BEGIN :@:
END

1 Process

Process

1 Process

:: Process

BEGIN ::
END H
BEGIN ::
END H
BEGIN ::
standard
standard
standard
standard
END H
BEGIN ::

http > 53799 [ACK] Seq=1 Ack=682 wWin=65535[Packet size limited during capture]

BEGIN ::
standard
standard
standard
standard
END H
BEGIN ::
END

<

n

[# Frame 26: 89 bytes on wire (712 bits), B89 bytes

= Hone Process Event Block
Process ID: 2731
Event: 0x00000000
Parent Process ID: 1
User ID: 1000
Group ID: 1000

path: /Jopt/firefox/firefox-bin
argv: Jopt/firefox/firefox-bin

o0 00 00
o0 00 00
72 66 6f
Ge 2f ef
69 65 66
o0 00 00

00 00 00 e8
00 00 00 2
66 69 72 65
2f 66 69 72
2d 62 69 6e

captured (712 bits)

. jopt
refox

-bin. /op t/firefo
x/Firefo x-bin...

Process

i Process

Process

1 Process

Process

ID:
ID:
ID:
ID:
ID:
query 0x3437 [Pack

2731

Path: /bin/unamept/firefox/run-mozilla.sh

Path: /opt/firefox/firefox-bin-mozilla.sh

Cconnection
Connection
Connection
Connection
Connection

ID:
ID:
ID:
ID:
ID:
et size limited during capture]

query 0x95b0[Packet size limited during capture]

query response 0x95b0[Packet size limited during capture]

2083439552
2083439552
2075779200
2075779200
1661328128

query response 0x3437 A[Packet size limited during capture]

: Process ID: 2731 | Connection ID: 1661328128

Process ID: 2731 | Connection ID: 2056703360
53799 = http [5YN] Seg=0 win=14600 Len=0[Packet size limited during capture]
http = 53799 [SYN, AcCK] Seq=0 Ack=1 win=65535 Len=0[Packet size limited during capture]
53799 = http [ACK] Seg=1 Ack=l Win=14600[Packet size limited during capture]
GET /planet/?media=rss HTTP/1.1 [Packet size limited during capture]

Process ID: 2731 | Connection ID: 1661327296

query 0x67f9[Packet size limited during capture]
query 0x5561[Packet size limited during capture]
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query response 0x67f9 A 69.195.141.179 A 82.103.140.40 A 82.103.140.42 a[packet siz

query response 0x5361[Packet size limited during capture]

: Process ID: 2731 | Connection ID:
Process ID: 2731 | Connection ID:
11 Process ID: 2731 | Connection ID:

1661327296
1661327296
1661327296
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Conclusion Pacific Northwest
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» All Internet devices use common protocols, so Hone's
simple correlation will enable a revolution in defense

» Hone provides the precision to control communications at
the packet level
» Hone gives trustworthy process attribution

» We are seeking partners to:
M Sponsor follow-on work
M Test deploy operational prototypes
M License for use in new and existing products
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Correlating machine and network activities
to produce insight W

Glenn Fink, PhD
Cyber Security Scientist
Glenn.Fink@pnnl.gov
(509) 375-3994

Sean Story, PMP
Project Manager
story@pnnl.gov
(509) 375-3612

Pacific Northwest National Laboratory
Richland, Washington

August 15, 2013 Hone 8


mailto:Deborah.Frincke@pnl.gov
mailto:story@pnnl.gov

